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Company‘Name: _JPSUR COUNTY
-Address: ‘PO-ROX 780 Phone:  903.680-8137  Fax: qp3 -3 -341%

-City: GILMER Sfate: X Zip: 75644 Tax ID-Number:

Contact Information:
The Designated Employer Representative (DER) is theperson in charge of the drug testing program who can receive

‘testing results from DATCS. We suggest adding an alternate contact parson for when the DER is unavailable.

Adding or removing other representatives must be made in writing on your.company tetterhead or a DATCS DER Change
Form. For security, to ensure we are speaking with an approved contact, we will ask for the password:

Providing your email address gives DATCS the authorization fo send testing results via email and keep you updated on
news and changes with regufations.

Primary Contact.Person (DER) BRANDY VICK

Cell Phone Fax 9o 3-$43-347% Email [ pSHURVMICK@YAHOQ COM
Alternate Contact-Person; CA—H’UJ 'MLL/ [fl?g

o
Cell'Phone Fax Email Hns. £ L

Alternate Contact Person:

‘Ceall Phone Fax Emeail

‘Receiving Test'Restilts:
‘Results will be sent to'the DER's email, secure fax or can be accessed through our web page. Regulations require all

results be-transmitted securely. For positive results, a direct call will be made to the DER if avaflable,

How do you-want results sent to the Primary DER?
Password for

_ Fax- X_ Email _X_ Website  Usemame - o _IEmail'&Web‘

How do you want results sent o the Alternate Contact?
) Password for
— Fax XA Emal X_ Website Usemame ‘ ___ Email& Web’
' ‘Passwaord for
— Fax — Emaill -— Website Username Email & Web

User name and password are used to access to webpage resulting and personnel updates for deletions.
(Special characters are not-supported, please use letters and/or numbers only.)

‘Billing and Payment Information:
Billing Contact: p)faﬂdl,l \/[(L

Address: _ pD E):)JY 730D Phone: W 3-Lo%D-§I3 7. Fax:q03~ S3-347¥
City: Cr¢ / rmér- I State: 7Y Zip: 7Bl
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Fax: 903-234-8509 www.datcs.com

=mail-forInvoices upshuy NickK 9 LI/L"(DD oM
) 2! . .

sreferred Method for-Invoices: _ Mal x_~ Email
JATCS accepts cash, company checks, and credit cards (Visa, MasterCard, Discover, and American Express).

| prefertochave.payments automatically charged to.a.company credit card.
‘1. prefer to have.the inifial fee charged to a.company credit card,-but not kept on file.

Card Number:

Jame on Card:

Mailing.Zip Code: Sscurity Code:

Zxpiration Date:

Drug & Alcoho! DOT Lab Fees

‘$38

20T Drug Screen—5 panel DOT
Price includes lab fees, collection at all DATCS owned sites, and signed MRO report.
(variable rates if collected af a 3 party collection site) ..
Jon-Regulated Post ‘Accident - 10-panel .expanded opiates $35
Price includes lab fees and collection at all DATCS owned sites.
(Variable rates if collected at a 31 party collection site)
3reath-Alcohol Test 825
This also includes confirmation test.
(Variable rates if coliected at a 3% party collection site)
tefusalfo Test $15
If donor decides to refuse the collection after forms have been compieted (Refusal to test)
In-Site Collection Services by DATCS  Normal Business Hours: Monday - Friday are 7:00 am —5:30-pm
normal business hours $30 an hour per collector

Onsite Collection - scheduled with 12 hours’ notice within
Emergency - during normal business hours with no advance notice
Emergency - bejore or after normal working hours with no advance notice
Mileage (port to-port) is calculated using start time and end time

Collection hours are rounded to the nearest half hour

Fhird-Party Collection Site Fees

DATCS has an agreement with Quest and Alere for collection charges not to exceed:

"$50 an hour per collector
'$90 an hour per collector

Standard IRS mileage rate

Quest Diagnostics-PSC (Patient Service Center) $15.75
Alere and Quest Preferred Network Collection Site $21.25
Independent third party collection site fees vary '$35
DOT Physicals
e invoice.

DATCS does not perform DOT Physicals but we can billthe physical as a pass thru charge so you can receive on

Additional Services Requested

JPSUR COUNTY Sales Rep Page 20of 9
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DOT Compliance Management Services

DER Training
Provide DERs with adequate background kn
the drug and alcohol testing regutations.

owledge of their responsibilities as a DER and assist with'the understanding of

Zomplete Management.Services
DATCS.provides drug and alcohol test record retention for DOT and Non-Regulated employees for pre-employment,

random, post-accident, return-to-duty, and follow up iesting.

Random:Pool Management

Our software will automatically trigger DER notification
criteria. Resdults of all tests can be emailed and are avail
can generate reports. 24/7 to see whether you are meeting the compliance DOT ran

goal.

Statistical Management Information System (MIS} Reports _
DATGS compliance department will enter all drug and alcohol results into a data base inciuding Pre-employment, random,
post-accidents, reasonable suspension, return-io-duty, follow-up test and alcohol test resulis for preparing data for the annual
MIS reports that will be mailed atthe beginning of each new year. If audited by state or federal agencies, you must have these

MIS reports to show that your company's drug and alcohol program is in compliance.

when specific donors are pulled to be tested according to the pool's
able on-line through our unique integrated software. As a DER, you
dom requirement, which is our mission and

"

>ommunication .
A knowledgeable and friendly Compliance Specialistis always readily available to assist you with any guestions or concerns

“that you may encounter. .

sontinual Updates in Our Nationwide Collection Site Database
DATCS ONLY conducts business with Third Party Gollection sites that follow drug and alcol
CFR Part 40 collection procedures.

hoi testing in accordance with 49

“ollow Up:Random Program

DATCS provides a-follow-up random program that
ona drug or alcohol test and compietes the requiremen
have a return to duty test and must be put into a follow-up ra

is required by DOT agencies after an employee, who had a positive result
t of a Substance Abuse Programmer’s (SAP) recommendations, must
ndom program by the guidelines of the SAP.

JOT Policy Updates
There is no charge for updating your DOT policy purchased through DATCS.

JOT Audit:Support

DATCS wili provide MIS reports and assist with the-audit questions for both-federal and state agencies.

sollection Site Set Up

DATCS will coordinate collection sites nationwide for better availability and provide specimen collection suppliés for testing.

2pst-Accident Festing
ssist with locating-a collection site ‘and provide the site-with

In the event of a post-accident, DATCS will a
information-to expedite the-testing process 24/7. +*3RD PARTY.COLLECTION FEES MAY VARY™

ederal Compliance Regulation-Updates
DATCS will notify the DER of any federal agency regulation changes as they occur.

Newsletter
An informational newsletter will be sent to the company representative on a qual
changes, along with training and information will be addressed in each issue.

rterly basis. New and pertinent regulation

Sales Rep Page 3of 9



Fax: 903-234-8509 www.datcs.com serviceagreements@datcs.com

5

Compliance Management Fees

:-Pro_gramﬂ'.-'.nrbllment?'r':ee-.lncludes $45
Account Set-Up for Laboratories, Collection Sites, Random Pool & Customized DER handbook.

Consortium Fee for Owner Operators . Monthiy $20 or ____ Annually 10% discount $216

__ Consortium-Fee per DOT Agency ___ Monthly $30 or ____ Annually 10% discount:$324
__ Additional Consortium DOT Agency‘ ___ Monthly $15 or ___ Annually 10% discount:$162
Billed Quarterly Billed calendar year and pro-raied
DOT -Agencies
__ FEMCSA # of employees ___PHMSA # of employees
__ FAA # of employees __FTA # of employees
‘FRA #.of employees __usce # of employees

Owner Operator L .
0 onsortium fees do not include drug, aicohol testing.or third party collection fees™
$30

Audit Services;per Hour i
Submission of additional reports requested by auditors (other than the MIS report) such as National Compliance Management

Service, Veriforce, Team Alert, and PAPS.

__ DOT:Agency Drug & Alcohol'Policy per Agency $150
_ Travel-Ki_tsrfo;'Random.and.EmergencyTesting How many do your need? $5
‘$150

'DOT“Mandated:Super\)isor?Fraining"GIass, call for group pricing

Classroom training for DOT supervisors to become certified in recognizing the signs of drug and alcohol abuse in the

workplace and how to handle a reasonable suspicion.

Does your company need DOT Mandated Supervisor Training Class?

—  Yes If yes, ‘please list names of suUpervisors
Name
Name
Name
— No If no, please list names of trained supervisors date or training for audit information.
Name Date
Name Date
Name Date

Sales Rep Page 4 of 9
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30T Random ‘Program: '

Al DOT employees, unless coming diréct]y from a DOT compliant consortium, must have a DOT pre-employment test to

ye placed into a random pool group.

>ompanies with approximately 20 or fewer employees will be placed in a consortium random pool consisting of other

sompanies and the selections will be made on a quarterly basis.

>ompanies with approximately 20 or more employees will be placed in an independent random pool consisting of aonly
hat company’s employees. This independent pull may be pulled monthly or quarterly.

‘requency of Independent random program  _ Monthly — _X_ Quarterly

Jon-Regulated Testing:

Non-Regulated Drug Testing Non-Regulated Alcohol Testing

_X_ Pre-employment

{_ Pre-employment

L Post-Accident _X Post-Accident

- Reasonable Suspicion _Y_Reasonable Suspicion
__ 24/7°Emergency ____ 247 Emergency

K_ -Random _Y_Random

‘requency of random program i __'Monthly o Quarterly

Number or % of employees fo be drug tested Number or % of employees-to .be-alcohol tested

-employment test or the DER can submit a spreadsheet listing the

Jon-Regulated employees may either complete a pr
loyee ID to be added to the random pool.

smployee names and social security numbers or emp

Joes your company need ‘BackgroundTServicés‘?

X Yes _ 'No
Nhat-services are you currently.processing?
Motor Vehicle Record (MVR) Pre-employment and Annual *DOT Required

CDLIS *DPOT Required

DOT Previous Employment Verification *DOT Required
‘DOT Past Drug Test History *DOT-Required

PSP Crash History Report

‘Naticnal Criminal Database (Instant}

National Federal District Court Criminal

County Criminal Record Search

1-8 Electronic Document Service

__ E-Verity
Would-you like DATCS to.provide you more information about background.screening?

Yes . ‘No

n additional insured to our general liability insurance policy,

f your company requires DATCS to add the company as a
d by the insurance company cost.

‘hen we will invaice for the addifional insurance cost. These fees will be determine

Sales Rep Page 50f 9
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‘Master ‘Service Agreement

Thank you for choosing Drug and Aléohol Testing Compliance Services (DATCS) to help implement your company's drug
and alcohol testing program. As a member of DATCS, you will enhance on-the-job safety, ensure the health and well-
noeing of your employees, and provide an exemplary drug-free workplace in the community. My staff and | thank you for

Jour business and look forward to working with you to maintain a drug-free workplace.
Connie Hagen, President

This Master Service Agreement (‘Agreement”) is entered into beiween DATCS and the company identified below
“Company”). This Agreement provides an outline of services offered by DATCS and selected by Company, along with
nformation concerning the manner in which services will be delivered by DATCS and paid for by Company.

Sompany Name: U"I)QYUM [ OUJ(E'H
Address: oD &))( /]?D Phone:QDB'%"fS""Da—] FE‘X:'WE

Sity: é/! ” AN . State; Y zip: 7Sl

JATCS Responsibilities:

JATCS is an independent contractor that will administer a drug and alcohol screening program for the Company. All
agreements and arrangements, written or unwritten, between and among employers and service agents concerning the
mplementation of drug-and alcohol testing requirements are deemed, as a matter of law, to require compliance with all
applicable provisions of 49 CFR Part 40 and Department of Transportation {("DOT") agencies' drug and alcohol testing
-egulations (if applicable). Under this Agreement, and uniess otherwise agreed between ‘the parties, ‘DATCS s

esponsible for the following services:

1. DATCS will perform screening for Company in comp]iénce with applicable federal and/or state law and, to the
extent possible under applicable law, in compliance with Company’s drug and alcohol screening program

requirements.

2. DATCS can arrange for the following employee drug and’or alcohol testing services as requested in writing by
Company: Pre-employment; Reasonable Suspicion; Random; Post-Accident; Return-to-Duty; Follow-Up;
Company or Contractor specific, as well as background check requirements per regulation or company request.
DATCS will not maniputate the random selection method in order to obtain a biased selection.

3. 'DATCS will provide Company with a list-of approved specimen collection centere-for the collection of biological
specimens throughout the United States. DATCS will advise Company of any changes to the list of approved

collection centers within a-timely manner.

4. DATCS will utilize laboratories certified by the Department of Health and Human Services (DHHS) for the testing
of biological specimens when required by Federal Testing Programs and for Non-Regulated state testing. ;

5. DATCS will provide a certified Medical Review Officers (MRO) contracted or employed by DATCS.

FIRRLt

“6. DATCS will maintain information regarding the status of screening in DATCS's database system and provide the
transmission of these records and random notifications via facsimile, e-mail, certified mail, and/or web client portal
in accordance with all applicable laws and regulations. Positive alcohol tests and refusals to test will be reported

directly to the DER by the service provider.

a— o —

7. 'DATCS will maintain records on behalf of the Company including but not limited to Employee drug andfor alcohol
records, chain of custody forms (CCF) as required by law, and any supplementary forms used to-facilitate the

collection process.

8. DATCS will provide management information (M!S) reports to agencies as required by faw or contractor. Only the
information that is provided to DATCS can be included in the MIS report and Company is responsible for

information that is not included.

Sales Rep Page 6of 9
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g.

DATCS will provide audit support for any state or federal agency.

sompany and/or its DER (as identified by Company) are responsible for the following under this Agreement:

1.

10.

11.

3eneral Terms and Conditions: The following

Responsible for providing any and all information that DATCS determines necessary to perform screening,
o updating personnel listings, addition or deletion of random poot groups, a complete list

including but not limited t
of Company locations, and whether Company is subject to federal testing laws. Company is solely responsible for

the accuracy and completeness of the information provided to DATCS.

Responsible for the selection and identification of the Designated Employer Representative (DER) and/or

alternate contacts with whom DATCS will communicate.

Responsibilities include, but are not limitedto, updating employees in the random pool, and authorizing account
changes. DER .24/7 availability for receiving positive drug andfor alcohol test results.

able federal, state and local laws and regulations, including but not limited

Company agrees to abide by all applic
ments. Violations of non-compliance may.be subject to account termination-

to, confidentiality and reporting require
for our liability.

Company will comply with Section 604(b)(3) of the Fair Credit Reporting Act prior to denying employment to-an
Employee or making any other-decision for employment purposes that adversely affects Employee based in part
or in whole on Background Screening Information pertaining to Employee provided to Company.by DATCS.

ns as to whether subject individuals should be tested on a "reasonable
and Company shall indemnify and defend DATCS and its employees
rising out of such determination.

Company agrees to make all determinatio
cause/suspicion” or “post-accident”basis,
and agents against any and all claims, proceedings, or damages a

Company is responsibie for maintaining the security and confidentiality of the transmission of drug and/or aicohol
test results.

Company is responsible for submitting Substance Abuse Professional (SAP) reports to DATCS to assist in the

completion of the Company's employee assistance program (EAP).

If this Agreement is terminated for any reason, Company assumes full responsibility for administration of its
corporate and/or federally mandated drug and alcohol testing programs immediately upon termination of this
Agreement, including but not limited to: (i) reporting, (ii) records maintenance; and (iii) ensuring confidentiality and
security of any information after the termination date. DATCS will provide Company with any information
pertaining to the Company and within the possession of DATCS necessary for this transfer of responsibility.

Company shall use any information derived from the screening (“information”) records in .accordance with
applicable law and for the sole purpose of evaluating a current or prospective employee’s employment,
promotion, reassignment or retention. Company shall treat any information concerning employee as proprietary
and confidential, and shall not disclose the information to any other individual, entity, or third-party, -except as

required by applicable law or in accordance with a court order.

Company is solely responsible, once notified by DATCS of randomly selected employees, for completing the
random selection during the designated time. The DER is responsible for notifying DATCS of the reason an
employee does not complete their random drug and/or alcohol test for the purpose of federal audits,

general terms and conditions shall govern the parties’ relationship during

he term of this Agreement.

1.

2.

ovide services to Company as indicated above ("Services”),

‘Services'to be provided. DATCS agrees to pr
d herein, including all applicable addenda, pursuanttothe

pursuant to the general terms and conditions expresse
terms and conditions of this Agreement.

Term of Agreement. This Agreement shall be effective from the date it is signed by Company and accepted by

DATCS for a period of twelve (12) months. “This Agreement wil automatically renew after its initial term for.an
additional one-year terms unless either party terminates the Agreement pursuant to the Termination provisions
provided herein.

Sales Rep Page 7of 9
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te Services and communication first through Company’s
DATCS may coordinate Services

ATCS in writing of any changes to

3. Coordination of Activities. DATCS will coordina
primary contact, as designated. If Company's primary contact is unavailable,
and communications through the secondary contact. Company shall notify D
the contact designations within five (5) business days of such change.

4. Indemnification. DATCS is an independent contractor hired by Company solely to administer the services
requested by Company and described in this Agreement. Company agrees 1o indemnify, defend, and hold
harmless DATCS, its officers, directors, affiliates, agents, and employees ("DATCS indemnified parties”) from,
and pay-any and all damages directly or indirectly resulting from, relating to, arising out of or attributable to, any
action or omission on the part of company, its agents, employees, and/or potential employees. DATCS agrees to
indemnify, defend, and hold harmless company, its officers, directors, affiliates, agents and employees (‘company
indemnified parties”) from, and pay any and all damages directly or indirectly resulting from, relating to, arising out
of, or attributable to, any action or omission on the part of DATCS, its agents and/or employees. “Damages”
means all damages (including incidental and consequential damages), losses, liabilities, payments, amounts paid
in settlement, obligations, fines, interests, assessments, penalties, costs (including reasonable fees and expenses
of outside attorneys, accountants, other professional advisors and expert witnesses, and internal costs) of
investigation, preparation, and litigation in connection'with any action or threatened action, and other costs and
expenses of any kind or nature whatsoever whether known or unknown, contingent or vested, matured or un-
matured, and whether or not resulting from third-party claims. DATCS and company shall use reasonable efforts
to mitigate any potential damages or other adverse consequences arising from or relating to the services.

Il Services shall be in accordance with the fee schedule attached in
The Fee Schedule may be modified by DATCS by providing

thirty (30) days written notice to-Company of such modification. All fees due and payable under this Agreement in
connection with Services provided by DATCS to Company shall be paid to DATCS by Company as billed and
within fifteen (15) days of receipt by Company of an invoice from DATCS.

ated by either party by providing at least thirty (30}

5. Pricing & Payment Schedule. Pricingfora
the appropriate addendums (the "Fee Schedule™)

6 Termination of Agreement. This Agreement may be termin
days written notice to the other party of such termination prior to the expiration of the then current terr of this

Agreement. If Company desires to terminate this Agreement, Company agrees that it will pay DATCS for all
Services provided to Company prior to termination of this Agreement.

The Parties acknowledge that trademarks, trade names, service marks, copyrights,

7. Inteliectual Property.
e code and scripts), technigues, enhancements,

programs, software (including but not limited to sourc
documentation, business models, pictures, audio, multi-media materials, manuals, ideas, or formulas provided or

uiilized by DATCS, or developed by DATCS, or its providers (“Intellectual Property Rights™) shall remain the sole
and exclusive property of DATCS or its providers. Nothing in this Agreement grants to Company the use,
ownership, or display of the Intellectual Property Rights without DATCS's prior written consent fo each such
instance. This provision shall survive the termination of this Agreement.

a. Miscellaneous,
a. This Agreement will be construed under the laws of the state where the collection is made, except where

preempted by federal law.

te and local laws, and agrees to use reasonable efforts

b. Each party agrees to comply with all applicable sta
hat could affect that party's performance under this

to inform the other party of any state or local laws t
Agreement.

r delay in performance that results from, or is due to,

¢. DATCS shall not be fiable-to Company for failure o
e or circumstances beyond the reasonable control of

directly or indirectly, and in whole or part, any caus
DATCS.

d. This Agreement, including, without limitation, the indemnification provisions, shall inure to and bind the
permitted successors and assignees of the parties. Neither Company nor DATCS shall assign or transfer

this Agreement without the prior written approval of the other party.

e. Nothing herein shall be construed as limiting DATCS's rights to subcontract or outsource services.

ement shall be determined to be invalid or unenforceable, that portion
der of this Agreement will continue to be valid and enforceable to the
hall be deemed waived and no breach

Page 8§ of 9
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will be null and void, and the remain
extent permitted by applicable law. No term or provision s
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-axcused, unless such waiver or consent is in writing and signed by the party claimed to have waived or
consented. No consent by.any party to, or waiver of, a breach by the other party shall constitute cotrsent
to, waiver of, or excuse of any ather different or subsequent breach.

g. This-Agreement constilutes the entire agreement between the parties and it supersedes all other
Agreements and representations, oral or writlen, expressed or implied. Except for changes tothe Fee
‘Sehedule as provided herein, no-modification or amendment of this Agreement shall be enforceable

unless In writing and executed by the parties.

‘h. Notwithstanding.any other provisions in this-Agreement, the cbligations, rights.and remedies for all
indemnity, limitation of liability, and confidenliallty obligations set forth in this Agreement shall survive the
termination or-expiration of this Agreement.

i This Agreament has been freely and fairly negolialed.among the:parties. If an ambiguity or question of
intent or interpretation arises, this Agreament will be construed as if drafted jointly by both.parties, and no
presumption or.burden of proof wil arise favoring or disfavoring any.party because.of the authorship of

any provision .of this -Agreement.
j. Theparties understand that this-Agreement is for the sole benefit of DATCS and Company, and no

third party shall be deemed.a “third-party beneficlary” of this Agreement.

k. Ifeither-party retains.an attomey to.enforce the provisions of this Agreement, the party
pprevailing in litigation is-entitled lo recover its sttorney fees and.court costs.

1. Exceptwhere specified herein to the contrary with regard to delivery of the Services, all nolices, requests
‘and other communications under this Agreement shall & in writing and shall be defivered in-person, sent
i ‘by certified mail, return receipt requested, alectronic mail (with proof of delivery), facsimile, or delivered:by
; recognized expedited delivery services, addressed at the addresses provided -apove for the Company
: and DATCS. Either party may change its address by providing notice of such change In the same
. manner.

m. The parties represent-and warrant that the persons executing this Agreement on behalf of DATCS and
1 - Company are officers of said parties.and are duly authorized to execute this Agreament on behalf of the
| ‘parties.

Your signature below authorizes DATCS to commance activities for your company, including permissionto receive all
{est results on-your behall. .

Drug and Alcohol Testing Compliance Services UP S HU TQ C 0; A S
ame

Sgg:m Sollo 820—\

'DATCS Represkntative

ORI S

~ Company Representative E%ggaitt;g 'TE}FT*ECL-EL

P\2\2020 1=21-202) UPSHUR Co. Xupb

‘Date Data

‘Salas Rep Page 9ol 9 -
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DRUG & ALCOHOL TESTING COMPLIANCE SERVICES

BACKGROUND SERVICES ACCOUNT APPLICATION
:ompany Name UPSUR COUNTY

ddress PO BOX 730 Phone 903-880-8137 Fax

ity GILMER State TX  Zip 75644 Tax ID Number

ype of Ownership ] sole Proprietor [ Partnership DCorporation [ee [ INonprofit
ears in Business Owners Name

ype of Business  (*qyy D}Jg GOV []mgﬂ:]: Specific Use of Background _Pre-employment Screening

comply with-the Fair Credit Reporting Act, we are REQUIRED to have the-following documents on file:

1. Copy of Articles of incorporation (Preferred) or current business ficense.

2. Copy of a Check or deposit slip from Business Checking Account.

3. Copy of an invoice from two (2) business references you are currently doing business with.
.ase send-these documents with your completed application. In the event you order credit reports from us you will be
uired to undergo a physical site inspection from a third party.

ntact Information, Receiving Reports and Type of Access:

3 DER in charge of your background services will require 2 separate user name from our drug testing results.

sorts will be sent to the DER's secure fax or a link will be emailed to access the profile from our web page.
julations require all results be fransmitied securely.

save money we recommend our customers to enter their own background profiles, we charge an additionat $2.50
profile for data enfry. Another cost saving method is to order a background after the pre-employment drug screen is
jative. Our software is user friendly and is customized to your specific needs.

“imary Contact Person (DER) BRANDY VICK

=l Phone 903-680-8137 Fax Email UPSHUR.VICK@YAHOO.COM
w do you want results sent to the Primary DER?

T Fax [ _JEmail Link towebsite  Usemame BRANDYVICK

hat type of.access will you need? .

7] Enter Profiles Receives Background Check [IReceives Invoice

ternate Contact Person (DER) Loty Mullins
sl Phone G P.3 - L D -%I3Yrax - Email yruulli Lualp.co

w do you want resulis sent to the Alternate Contact?

) Fax [_]Email Link to Website ~ Username toctnpmulhnS
hat type of access will the Alternate need? 3

ﬂ Enter Profiles lleeceives Background Check [T Receives Invoice
d.Alternate Coniact Person (DER)
2ll Phone Fax Email

w do you want results sent to the Alternate Contact?
Jrax  TEmail Link to Website Username

hat type of access will the Alternate need?
:| Enter Profiles [ JReceives Background Gheck DReceives Invoice

iing or removing other representatives must be made in writing on your company letterhead or a DATCS DER
inge Form. For security, to ensure we are speaking with an approved contact, we will ask for the password:

ZETY1.
Page 1 of 19

e am an Ty g



ng and Payment Information

be the same as your drug testing services or 2 credit card on

method of invoicing for your background services can
Jf not, just complete the blanks below.

-an automatically charge when profiles are completed.

Check box to use the same billing information for drug & alcohol testing invoices Soxﬂ.e,

ling Contact:

dress: Phone: Fax

v State: - Zip:

1all for Invoices

sferred Method for Invoices: Mail [ [Y]Email (4 pg\m W VK B gmux)_, COm

TCS accepts cash, company checks, and credit cards (Visa, MasterCard, Discover, and American Express).
| prefer to have payments automatically charged to a company credit card.

Card Number:

ime on Card:

Security Code:

piration Date: Maiiing Zip Code:

1se remit all payments to our corporate office in Longview, Texas:
3 & Alcohol Testing Compliance Services

. Box 5819
gview, TX 75608
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AGREEMENT FOR SERVICE

The undersigned {hereinafter referred to as “Applicant”) desires to use the services of DATCS (hereinafter referred to as

"DATCS") at regular service charges upon the hasis outlined below:

1. Applicant will purchase and DATCS will provide reports in accordance with the services described in the attached
“Drug & Alcohol Testing Fees” (Fee Schedule) for each product described in the Background Services section. (“Fee
Scheduie”) entered into between Applicant and DATCS under this Agreement {“Services”). Applicant agrees to
comply with all the provisions of the Fair Credit Reporting Act, as amended, and all other applicable statues, federal
and state. Applicant hereby certifies that it has reviewed and understands its duties under the FCRA and will comply
with such regulations. {For.a compiete understanding of FCRA requirements, please find a complete copy of the FCRA
by visiting our website at https:// DATCS.com/ compliance-resources/compliance-resource-library/. Applicant
acknowledges receipt of the Notice to Users of Consumer Reports: Obligations of tsers under the Fair Credit
Reporting Act attached as Exhibit D. Applicant understands that under the Fair Credit Reporting Act any person who
knowingly and willfully obtains credit information from a consumer-reporting agency under false pretenses is subject

to a fine or imprisonment, or both.

mation contained in the Services provided by DATCS wil! be used only for the

2. Applicant certifies that the infor
and that it will not use the information contained in the reports

following permissible purpose, as indicated below,
for any other purpose:

.« For employment and/or volunteer purposes, including evaluating a consumer for employment, promeotion,
reassignment or retention as an employee and/or volunteer (FCRA § 604(a) (3) (B)).

in accordance with the written instructions of the consumer to whom it relates. (FCRA § 604{a) (2}).

»  For a legitimate business need for the information, in connection with 2 business transaction that is initiated by

‘the consumer, such as for the purpose of tenant screening. (FCRA § 604(a) (3) (F) i),

insurer, in connection with a valuation of, or an assessment

«  For use by a potential investor or servicer, or current
dit obligation. (FCRA-§ 604(a) (3) {E)).

of the credit or prepayment risks associated with an existing cre

ant is obtaining from DATCS are used for an employment purpose, then
# and/or “investigative consumer report” to be obtained, Applicant
shall deliver a .clear and conspicuous disclosure, in a document consisting solely of the disclosure, in writing to the
consumer explaining that a consumer report and/or investigative consumer report may be obtained for employment

purposes. This disclosure will satisfy all requirements identified in Section 606(a) (1) of the FCRA, as well as any

applicable state or local laws. The Applicant shall obtain the consumer's written authorization to procure the report.

Applicant shall maintain the signed authorization form for a period of six (6) years.

3. Applicant certifies that if the Services Applic
prior to obtaining or causing a “consumer report

ontained in the Services to discriminate unlawfully against
ded by any applicable federal or state equal opportunity laws
gulatory compliance and staying current with the

4. Applicant certifies that it does not use information
consumer or otherwise misuse the information, as provi
or regulations. Applicant understands it is responsible for its own re
applicable laws involved in the use-of the Services.

adverse action procedures as prescribed in the FCRA and applicable
de a consumer with a copy of the Report and A Summary of Your
hit F before taking any adverse action against the

5. If applicable, Applicant shall follow. prescribed pre-
state laws. This includes the requirement to provi

Rights under the Fair Credit Reporting Act as shown on Exhi
consumer, based in whole or in part, on the Services provided by DATCS. If Applicant actually takes adverse action

then after the appropriate waiting period, Applicant will issue to the consumer notice of the adverse action taken,
including the statutorily required notices identified in Sections 604 and 615 of the FCRA.

n strict confidence and all information contained within the Services will be treated
and disclosed by Applicant only to Applicant’s
ly to the extent necessary to enable Applicant to
e that such designated and authorized
or any other person except in the

6. Applicant shall hold the Services i
as Confidential Information. The Services shall be requested by,
designated.and authorized employees having a need to know and on
use the Services in accordance with this Agreement. Applicant shall ensur
employees shall not attempt to obtain 'any Services on themselves, associates,

exercise of their official duties.
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7.

8.

9.

10.

11

12,

13.

14,

15.

If the Services inciude motor vehicle information (“MVRs”), Applicant shall comply with all applicable state and federal
taws regarding the use of the in compliance with the Driver’s Privacy Protection Act (“DPPA”) and shall be responsible
for understanding and for staying current with all specific state forms, certificates of use or other documents or
agreements including any changes, supplements or amendments thereto imposed by the states (“Specific State
Forms”) from which it will order MVRs. Applicant certifies that it has filed all applicable Specific State Forms required
by individual states,

Applicant certifies that it shall use reports obtained-from the credit bureaus: (a) solely for the certified use{s}; and (b)
solely for their exclusive one-time use. Applicant shall not request, obtain or use the credit bureau information or
personal credit reports for any other purpose including, but not limited to, for the. purpose of selling, leasing, renting
or otherwise providing information obtained under this Agreement to any other party, whether alone, in conjunction
with Applicant’s own data, or otherwise in any service which is derived from the reports. Applicant represents it is
not a-private detective agency, investigative company, bail bondsman, credit or financial counselling firm, ‘credit
repair clinic” or a simitar organization.

Applicant hereby certifies that, under the investigative consumer reporting Agencies Act {“ICRA”), California Civil Code
Sections 1786 et seq., and the Consumer Credit Reporting Agencies Act (“CCRAA"}, California Civil Code Sections
1785.1 et seq., if the Applicant is located in the State of California, and/or the Applicant’s request for and/or use of
Services pertains to a California resident or worker, Applicant will do the following:

(i) When, at any time, Services are sought for employment purposes other than suspicion of wrongdoing
or misconduct by the consumer who is the subject of the Investigation, abide by the requirements of ICRA
Section 1786.16(a) — (b).

DATCS shall not be liable in any manner whatsoever for any loss or injury incurred by Applicant or Applicant’s
employee or prospective employee as a result of the obtaining or furnishing of such information or the Services.
Applicant recognizes that the information is secured by and through fallible human sources and DATCS does not
guarantee the accuracy ofsuch information. Applicant agrees to indemnify and hold harmiess DATCS from and
against any loss, claim, damage or expense of any nature, including attorney’s fees in its use of the information or the

Services obtained hereunder.

Applicant acknowledges and agrees that any background screening criteria embodied in the Services have been
developed, established and approved by Applicant. DATCS will bear no responsibility for establishing such

background
screening criteria or making any decisions based on such criteria.

Applicant understands and agrees that, in order to ensure compliance with applicable laws, regulations or rules,
including regulatory agency requirements, obligations under its contracts with its data providers, DATCS, or its
designee, may conduct periodic reviews of applicant’s use of the Services and may, upon reasonable notice and
during regular business hours, audit Applicant’s records, processes and procedures related to Applicant’s use, storage

and disposal of the Services.

Applicant has received and agrees to pricing established on Pricing Schedule- Exhibit A, Applicant will be notified
fifteen (15) days in advance of any necessity to change/update the pricing schedule. Applicant's officer signing below
personally guarantees payment for services rendered, All legal, collection, and court costs incurred for collection of
past due amounts, will be added to the outstanding balance.

Applicant agrees to terms of payment net thirty (30) days. As a courtesy, DATCS will provide summary billing for the
month previous on the first of each month. Payments are due by the tenth of the month and subject to, atthe
discretion of DATCS, a late charge of one and one half (1 %) percent per month, eighteen percent per annum interest

charge.

Applicant shall properly dispose of the information contained within the Services in a manner which will protect
against unauthorized access or use thereof or any actions that would otherwise jeopardize the confidentiality of
consumers’ personal identification information (“PIt) contained in the Services. This means having policies and
procedures in place that require the burning, pulverizing, or shredding of papers containing personal information so
that the information cannot practically be read or reconstructed. If such information Is in electronic format, this
includes having policies and procedures in place to destroy or erase such personal information so it cannot practically
be read or reconstructed.
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16. The term of this Agreement shall be for a term of two {2) years and shall automa
either party, DATCS can immediately terminate this Agree

17. This Agreement shall
18. If any part of this Agreement is found invalid or unenforceable, t

19. Applicant further acknowledges that DATCS is not legal counsel and does not provide legal advice. It is im
Applicant obtain and work closely with their own lega

20. In.connection with e
Applicant and the officer signing below.

tically renew if not terminated by

ment with just cause, such as delinquency or violation of
| change in existing legal requirements which adversely

the terms of this contract or a legal requirement, a materia
upon its election, discontinue serving the Applicant and

affects this agreement, or by request of a data provider, may,
cancel this Agreement immediately.

inure to the benefit of and be binding upon the parties and their respective legal representative,
heirs, successors.and assigns.
hat part will be enforced to the maximum extent

permitted by law and the remainder of this Agreement will remain fully in foree.

portant that
| counsel to ensure that their overall screening program,

including the use of the Services, complies with all applicable state and federal laws.

xtending credit to applicant, DATCS is authorized to obtain personal credit information on the

ile of Exhibits

ibit A
ibit-B:
ibit C:
ibit D:
ibit E:
ibit F:

ibit G:

Fee Schedule

Access Security Requirements

Notice to Users of Consumer Repon‘s: Obligations of Users under the Fair Credit Reporting Act

Summary of Your Rights under the Fair Credit Reporting Act

Vermont Fair Credit Reporting Contract Certification (Signature Required)
Pre-Adverse Action Notice Example

Verification Disclosure
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ibit-A: Fee Schedule
DOT Required Background Checks

:—MVRi(pre—_employmenté&:annual)"_'plus state fee S $6
Motor vehicle driving record for a specific state, subject to additional state fee.
CDLIS ‘$12
Commercial Driving License Information System Check {CDLIS), to verify current driver's license and additional states
s where a driving record should be requested. Average turnaround is same day.
DOT Previous Employment Verification $15
Verification of the last 3 years of DOT regulated employment, 1-employer
‘DOT Past Drug Test History $15
Verification of the last 3 years of DOT positive drug tests and any breath alcohol of 0.04, 1 employer
Additional Previous Employment and Safety History Verification $15
DOT Additional Bundies and Services
FIMCSA Package:| *plus state fee $45
MVR, CDLIS, DOT 1 previous employment verification & 1 past drug test history *additional fees not included
-employment and safety verifications $10.00 each additional* MVR state fee varies by state*
FMCSA Package Il *plus state fee ‘$55
MVR, CDLIS, instant criminal background, 1 previous DOT employment verification & 11 past drug test history *additional
.employment and safety verifications $10.00 each* MVR state fee varies by-state*
FMCSA Package lll plus state fee . $65
MVR, CDLIS, instant & federal disfrict court criminal background,1 previous DOT employment verification & & 1 past
drug test history *additional employment and-safety verifications $10.00 each* MVR state fee varies by state™
PHMSA Verification _ $15
Verification of the last 2 years of DOT positive drug tests and any breath alcohol of 0.04, 1 previous safety verification
*additional safety verifications $10.00 each*
Pre-Employment Screening Program (PSP) P $20
PSP contains 5 years, commercial driver's crash data & 3 years of roadside inspection datafrom the FMSCA MCMIS database.
Background Screening Services
‘MotarVehicle:Record (MVR) Pre-employment‘and.'AnnuaI‘*plus’-state*fee : K :$6
Driver records available in all states. These reports can include records of minor traffic viclation up to felony and DUI's.
$10

National Criminal Database {Instant)
InstaCriminal Check is a check of our proprietary
Fugitive files, state and county criminal record repositories, prison parale and relea

other state agencies and social security number trace.
Countv Criminal Search is processed when there is negalive information on & report. *coun

County Criminal Record Search
A search of local county court records provides the latest, most up to date records and disposition available.

National Federal District Court Criminal
Records at the federal level may uncover potentially important criminal information-that was not prosecuted or

recorded at the county or state level. Primary causes of action include securities and tax law viclations,
immigration, weapons, inferstate drug crimes and civil rights violations. A single jurisdiction is a search of

one specific FEDERAL jurisdiction by district.
Instant Package
InstaCriminal Check is.a check of o

database, search of mulfiple criminal record sources, including Federal

ur proprietary database, and is a comprehensive search of multiple criminal

record sources, including Federal Fugitive files, state and county criminal record repositories, prison parole and

release files, sex offender and records from other state agencies. One County Criminal Search *if multiple

counties additional county court fee may apply*

Comprehensive-Package
National Criminal Database, National Federal District and One County Criminal Search™if multiple counties
additional county court fee may apply*

"Premium-Package :
MVR, National Criminal Database, National Federal District, and One County Criminal Record Search *if

multiple counties additional county courtfee may apply**plus-state fee”
Education Verification

Verification of 1 degree
Employment Verification

Verification of employer
1-9 Electronic:Document Management

Paperless Form }-9 with safe & secure docu
E-Verify (INS/SSADHS Identity Check)
INS verification that absolutely verifies an individua

ment storage and remote employee accessibility.

I's social security number and his/her right to work in the US,
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This search canngt be used to make a hiring decision uniess a
ty court fee may apply*

$15
$18

.$22

$30

1§45

$15
%15
$10

$7



DIG Nedicaid-Sanctions Level 1
National search of individuals or employers in the health care industry wh
by the OIG
:@IGLEIEplus:Level.2
Federal search of individuals or employers in the health care industry w.
by the OIG

! -OIG LEIE:plus Level:3
Federal and State search of individuals or emp.
against them by the OIG
Residence Eviction.Enhanced Plus-Search
Instant Eviction Records Search for Landlords. Eviction records do not show up on a credit reports.

" FMCSA Clearinghouse Query

o have had sanclions brought agains! the
ho have had sanctions brought against them

loyers in the health care industry who have had sanctions brought

Data Entry
DATCS client service representative’s fes to enter profiles for DER's

1ibit B: Access Security Requirements

We must work together to protect the privacy and information of consumers. The following information security
measures are designed to reduce unauthorize
these controls. If you do not understand these requir
outside service provider fo assist you. Capitalized ter
attached hereto. The credit reporting agency reserves
without notification. The information provided herewith p

ms used herein have the meaning given in the Giossary
the right to make changes to Access Security Requirements
rovides minimum baselines for information security.

in accessing the credit reporting agency's services, you agree to follow these security requirements:

1. Implement Strong Access Control Measures

riber Codes or passwords to-anyone. No one from the

creditreporting agency will ever contact you and request your Subscriber Code number or password.

1.2. Proprietary orthird party system access software must have credit reporting agency Subscriber Codes and
password(s) hidden or embedded. Account numbers and passwords should be known only by supervisory
personnel.

1.3. You must request your Subscriber Code password be changed immediately when:

. If any system access software is replaced by system access software or is no longer used;

If the hardware on which the software resides is upgraded, changad or disposed of
s) and password(s) so that only key personnel know this

ould not have knowledge of your Subscriber Code(s) and

1.1. Do not provide your credit reporting agency Subsc

L J

1.4. Protect credit reporting agency Subscriber Code(
sensitive information. Unauthorized personnel sh
password(s).

1.5. Create a separate, unique user
access to the credit reporting agency
have a unigue logon password.

1.6. Ensure that user IDs are not shared and that no Pee

1.7. Keep user passwords Confidential.

1.8. Develop strong passwords that are:

. Not easily guessable (i.e. your name or company name,
numbers and letters)
-. Contain a minimum of seven (7) alpha/numeric characters for stan

1.9. Implement password protected screensavers with @ maximum fifteen (15)

unattended workstations.
1.10. Active logins to credit information systems must be configured with a 30-minute inactive session, timeout.

1.11. Restrict the number of key personnel who have access to credit information.

1.12. Ensure that personnel who are authorized access
information and understand these requirements to access such information are only for the permissible

purposes listed in the Permissible Purpose Information section of your membership application.
1.13.Ensure that you and your employees do not access your own credit reports or those reports of any family

member(s) or friend(s) unless itis in connection with a cre
1.14. Implement a process to terminate access rights immediately for users who access credit reporting agency

credit information when those users are terminaied or when they have a change in their job tasks and no

longer require access to that credit information.

ID for each user to enable individual authentication and accountability for
's infrastructure. Each user of the system access software must also

dard user accounts
minute timeout to protect
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r-to-Peer file sharing is enabled on those users’ profiles.

repeating numbers and letters of consecutive

to credit information have a business need to accass such

dit transaction or for another permissible purpose.

56

188

$10

$15

$3

$2.50

d access to consumer information. it is your responsibility to implement
ements or need assistance, it is your responsibility to employ an



1.15. After normal business hours, turn off and lock all de
1.16. Implement physical security controls to prevent unau

vices or systems used to obtain credit information.
thorized entry to your facility and access to systems used

{o obtain credit information.

2. Maintain a Vuinerability Management Program

2.1

22

2.3.

24,

Keep operating system(s), Firewalls, Routers, servers, personal computers {laptop and desktop) and all other

systems current with appropriate system patches and updates.
Configure infrastructure such as Firewalls, Routers, personal computers, and similar components to industry

best security practices, including disabling unnécessary services or features, removing or changing default
passwords, |Ds and sample files/programs, and enabling the most secure configuration features to avoid

unnecessary risks.
Implement .and follow current

procedures:
- Use, implement and maintain a current, commercially available Computer Virus detection/scanning

product on all computers, systems and networks.
. If you suspect an actuaf or potential virus, immediately cease accessing the system and do not resume
the inquiry process until the virus has been eliminated.
- On a weekly basis at.a minimum, keep anti-virus software up-to-
configuring auto updates and installing new virus definition files.
Implement & follow current best security practices for computer anti-Spyware scanning services &

procedures:
. Use, implement and maintain a current, commercially available computer anti-spyware scanning

product onall computers, systems and networks.

- If you suspect actual or potential Spyware, immediately cease accessing the system and do not
resume the inquiry process unfil-the problem has been resolved and eliminated.

» Run a secondary anti-Spyware scan upon completion of the first scan to ensure all- Spyware has been

removed from your computers.
- Keep anti-Spyware software up

best security practices for Computer Virus detection scanning services and

date by vigilantly checking or

:to-date by vigilantly checking or configuring auto updates and installing
new anti- Spyware definition files weekly, ata minimum. If your company's computers have unfiltered
or unblocked access to the Internet (which prevents access to some Known problematic sites), then it is
recommended that anti-spyware scans be completed more frequently than weekly.

3. Protect Data

3.1

3.2,

33.

34,

3.3,

Develop and follow procedures to ensure that data is protect

‘minimum.

ed throughout its entire information lifecycle {from

creation, transformation, use, storage and secure destruction) regardless of the media used to store the data

(i.e., tape, disk, paper, etc.)

All credit reporting agency data is classified as Confidential and must be secured to this requirement at a

Procedures for transmission, disclosure, storage, destruction and any other information modalities or media

should address all aspects of the fifecycle of the information. . _
Encrypt all credit reporting agency.data:and information when stored on any laptop computer and in the

database using AES or 3DES with 128-bit key encryption af a minimum.
Only open email attachments and links from frusted sources and after verifying legitimacy.

4. ‘Maintain an Information Security Policy

4.1,

4.2,

4.3,

4.4,

Develop and foliow a security plan to protect the Confidentiality and integrity of personal consumer

information asrequired under the GLB ‘Safeguard Rule.
Establish processes and procedures for responding to security viclations, unusual or suspicious events and

similar incidents to limit damage or unauthorized access to information assets and to permit identification and

prosecution of violators.
The FACTA Disposal Rules requires that you implem
information related to consumer credit reports and rec

use of that information.
Implement and maintain ongoing mandatory security training and awareness sessions for all staff to

underscore the importance of security within your organization.

ent appropriate measures 0 dispose of any sensitive
ords that will protect against unauthorized access or

5, Build and Maintain a Secure ‘Network

5.1,

ted, industry-recognized Firewalls that are configured and managed
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using industry best security practices.
5.2. internal private Internet Protocol (IP) addresses must not be publicly accessible or nafively routed to the

internet. Network address translation (NAT) technology should be used.

5.3. Administrative access to Firewalls and servers must be performed through a secure internal wired connection
only. .

5.4. Any standalone computers that directly access the Internet must have a desktop firewall deployed that is
installed and configured to block unnecessary/unused ports, services and network traffic.

5.5. Encrypt Wireless access points with a minimum of WEP 128-bit encryption, WPA encryption where available.

5.6. Disable vendor default passwords, SSIDs and IP Addresses on Wireless access points and restrict

authentication onthe configuration of the access point,

6. Regularly Monitor and Test Networks

6.1, Perform regular tests on information systems (port scanning, virus scanning, vulnerability scanning).

6.2. Use current best practices to protect your telecommunications systems and any computer system or network
device(s) you use to provide Services hereunder to.access credit reporting agency systems and networks.
These controls should be selected and implemented to reduce the risk of infiltration, hacking, access
penetration or exposure to an unauthorized third party by:

- Protecting against intrusions;
" securing the computer systems and network devices;
. and protecting against intrusions of operating systems or software.

Glossary for Access Security Requirements

Computer Virus: A Computer Virus is a self-replicating computer program that alters the way a computer operates,
without the knowledge of the user. Atrue virus replicates and executes itself. While viruses can be destructive by
destroying data, for example, some viruses are benign or merely annoying.

Confidential: Very sensitive information. Disclosure could adversely impact our company.

Encryption: Encryption is the process of obscuring information to make it unreadable without special knowledge.
Firewall: In computer science, a Firewall is a piece of hardware and/or software which functions in anetworked
environment to prevent unauthorized external access and some communications forbidden by the security policy,
analogous to'the function of Firewalls in building construction. The ultimate goal is to provide controlled connectivity
between zones of differing trust levels through the enforcement of a security policy and connectivity model based on
the least privilege principle.

Information Lifecycle: (Or Data Lifecycle)
being stored over a period of time, the cost ofits s
period of time for which it must be retained.

IP Address: A unigue number that devices use

is a management program that considers the value of the information
torage, its need for availability for use by authorized users, and the

in order to identify and communicate with each other on .a computer

network utilizing the Internet Protocol standard (IP). Any All participating network devices - including routers,
computers, time-servers, printers, Internet fax machines, and'some telephones - must have its own unigue IP
address. Just as each street address and phone number uniquely identifies a building or telephone, an IP address
can uniquely identify a specific computer or another network device on a network. it is important to keep your IP
address secure as hackers can gain control of your devices and possibly launch an attack on other devices.
Peer-to-Peer: Atype of communication found in a system that uses layered protocols. Peer-to-Peer networking is
the ‘protocol often used for reproducing and distributing music without permission.

Router: A Router is a computer networking device that forwards data packets across anetwork via routing. ‘A Router
acfs as a junction betweentwo or more networks-transferring data packets.

‘Spyware: Spyware refers to a broad category of malicious software designed to intercept or take partial control of a
computer's operation without the consent of that machine's owner or user. In simpler terms, spyware is a type of
program that watches what users do with their computer and then sends that information over the internet.

§SID: Part of the Wi-Fi Wireless LAN, a service set identifier (SSID) is & code that identifies each packet as part of
that network. Wireless devices that communicate with each other share the same SSID.

Subscriber Code: Your seven-digit credit reporting agency account'number.
WEP Encryption (Wired Equivalent Privacy) a part of the wireless networking standard intended to provide secure

communication. The longer the key used, the stronger the encryption will be. Older technology reaching its end of

tife.
WPA: (Wi-Fi Protected Access) A part of the wireless networking standard that provides stronger authentication and

more secure communications. Replaces WEP. Uses dynamic key encryption verses static as in WEP {keyis
constantly changing and thus more difficult to break than WEP).
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Exhibit C: Notice to Users of Consumer Reports: Obligations of Users under the Fair Credit Reporting Act

All users of consumer reports must comply with all applicable regulations. Information about
applicable regulations currently in effect can be found at the Consumer Financial Protection

Bureau's website, www.consumerfinance.govflearnmore.

NOTICE TO USERS OF CONSUMER REPORTS: OBLIGATIONS OF USERS UNDER THE FCRA

The Fair Credit Reporting Act (FCRA), 15 U.S.C. §1681-1681y, requires that this notice be provided to
inform users of consumer reports of their legal obligations. State law may impose additional requirements.
The text of the FCRA is set forth in full at the Bureau of Consumer Financial Protection's website at
www.consumerfinance.gov/learnmore. At the end of this document is a list of United States Code citations
for the FCRA. Other information about user duties is also available at the Bureau's website. Users must
consult the relevant provisions of the ‘FCRA for details about their obiigations under the FCRA.

The first section of this summary sets forth the responsibilities imposed by the FCRA on all users of
consumer reports. The subsequent sections discuss the duties of users of reports that contain specific types
of information, or that are used for certain purposes, and the legal consequences of violations. if you are &
furnisher of information to a consumer reperting agency (CRA), you have additional obligations and will
receive a separate notice from the CRA describing your duties as a furnisher.

|. OBLIGATIONS OF ALL USERS OF CONSUMER REPORTS

A. Users Must Have a Permissible Purpose

Congress has limited the use of consumer reports to protect consumers’ privacy. All users must have a
permissible purpose under the FCRA to obtain a consumer report. Section 604 contains 2 list of the

permissible purposes under the law. These are:

« As ordered by a court or a federal grand jury subpoena. Section 604(a)(1)

« As instructed by the consumer in writing. Section 604(a)2)

« Forthe extension of credit as a result of an application from a consumer, or the review or collection
of a consumer’s account. Section 604(a)}(3)(A)

«  For employment purposes, including hiring and promotion decisions; where t
written permission. Sections 604(a)({3)(B).and 604(b)

« For the underwriting of insurance as a result of an application from a consumer. 604(a)(3)(C)

.« When there is a legitimate business need, in connection with a business transaction that is initiated

by the consumer. Section 604(a)(3)}FXi)

e To review a consumer’s account to determine whether the consumer con
the account. Section 604(a)(3)(F)ii)

« To determine a consumer's eligibility for a license or other benefit granted by a governmental
instrumentality required by law to consider an applicant's financial responsibility or status. Section
604(a)(3)(D) '

. For use by a potential investor or servicer, or current insurer, in a valuation or assessment of the
credit or prepayment risks associated with an existing credit obligation. 604(a)(3)E))

« For use by state and local officials in connection with the determination of child-support payments,
or modifications and enforcement thereof, Sections B04(a){4) and 604(a)(5)

.« In addition, creditors and insurers may obtain certain consumer report information for the
«  Purpose of making “prescreened” unsolicited offers of credit or insurance. Section 604(c). The
Particular obligations of users of “prescreened” information are described in Section V!I below.

he consumer has given

tinues to meet the terms of

L ]

B. Users Must Provide Certifications
Section 604(f) prohibits any person from obtaining & consumer report from a consumer reporting agency

(CRA) unless the person has certified to the CRA the permissible purpose(s) for which the report is being
obtained and certifies that the report will not be used for any other purpose.

C. Users Must Notify Consumers When Adverse Actions Are Taken
The term “adverse action” is defined very broadly by Section 603. “Adverse actions” include all business,

Page 10 of 19



credit, and-employment actions affecting consumers that can be considered to have a negative impact as
defined by Section 603(k) of the FCRA — such as denying or canceling credit or insurance, or denying
employment or promotion. No adverse action occurs in a credit transaction where the creditor makes a

counteroffer that is accepted by the consumer.
1. Adverse Actions Based on Information Obtained from a CRA

If a user takes any type of adverse action as defined by the FCRA that is based at least in part on
information contained in a consumer report, Section 615(a) requires the user to notify the consumer. The
notification may be done in writing, orally, or by electronic means. It must include the following:

« The name, address, and telephone number of the CRA (including a toll-free telephone number, if it

is a nationwide CRA}that provided the report.
+ A statement that the CRA did not make the adverse decision and is not able to explain why the

decision was made.
A statement setting forth the consumer's right to obtain a free disclosure of the consumer’s file from

the CRA if the consurner makes a request within 60 days.
+ A statement setting forth the consumer's right to dispute directly with the CRA the accuracy or

completeness of any information provided by the CRA.

L

2. Adverse Actions Based on Information Obtained -from Third Parties Who Are Not
Consumer Reporting-Agencies

If a person denies (or increases the charge for) credit-for personal, family, or household purposes based
either wholly or partly upon information from a-person other than a CRA, and the information is the type of
consumer information covered by the FCRA, Section 615(b) (1) requires that the user clearly and accurately
disclose to the consumer his or her right to be told the nature of the information that was relied upon if the
consumer makes a written request within 60 days of notification. The user must provide the disciosure within

a reasonable period of fime following the consumer’s written request.
3. Adverse Actions Based on Information Obtained from Affiliates

If a person takes an adverse action involving insurance, employment, or a credit transaction initiated by the
consumer, based on information of the type covered.by the FCRA, and this information was obtained from
:an entity affiliated with the user of the information by common ownership or control, Section 615(b) (2)
requires the user to notify the consumer of the adverse action. The notice must inform the consumer that he
or she may obtain a disclosure of the nature of the information relied upon by making a written request
within 60 days of receiving the adverse action notice. If the consumer makes such.a request, the user must
disclose the nature of the information not later than 30 days after receiving the request. If consumer report
information is shared among affiliates and-then used for an adverse action, the user must make an adverse

action disclosure as set forth in i.C.1 above.
D. Users Have Obligations When Fraud and Active Duty Military Alerts are in Files

When a consumer has placed 2 fraud alert, including one relating to identify theft, or an active duty military
alert with . nationwide consumer reporting agency as defined in Section 803(p) and resellers, Section 805A
(h) imposes limitations on users of reports obtained from the consumer reporting agency in certain
circumstances, including the establishment of a new credit plan and the issuance of additional credit cards.
For initial fraud alerts and active duty alerts, the user must have reasonable policies and procedures in
place to-form a belief that the user knows the identity of the applicant or contact the consumer at a
telephone number specified by the consumer; in the case of extended fraud alerts, the user must contact
the consumer in accordance with the contact information provided in the consumer’s alert.

E. Users Have Obligations When Notified of an Address Discrepancy

Section 605(h) requires nationwide CRAs, as defined in Section 603(p}, to notify users that request reports
wien the address-for a consumer provided by the user in requesting the report is substantially different from
the addresses in the consumer's file. When this occurs, users must comply with regulations specifying the
procedures to be followed, which will be issued by the Consumer Financial Protection Bureau and the

banking and credit union regulators.
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The Consumer Financial Protection Bureau regulations will be available at:

www.consumerfinance.gov/iearnmore/

F. Users Have Obligations When Disposing of Records

Section 628 requires that all users of consumer report information have in place procedures to properly
dispose of records containing this information. The Consumer Financial Protection Bureau, the Securities
and Exchange Commission, and the banking and credit union regulators have issued regulations covering
disposal. The Consumer Financial Protection Bureau regulations may be found at

www.consumerfinance.goviiearnmore/.

Il. CREDITORS MUST MAKE ADDITIONAL DISCLOSURES

If a person uses a consumer report in connection with an application for, or a grant, extension, or provision
of, credit to @ consumer on material terms that are materially less favorable than the most favorable terms
available to a substantial proportion of consumers from or through that person, based in whole or in part on
a consumer report, the person must provide a risk-based pricing notice to the consumer in accordance with
regulations prescribed by the Consumer Financial Protection Bureau. Section 609(g) requires a disclosure
by all persons-that make or arrange loans secured by residential real property (one to four units) and that
use credit scores. These persons must provide credit scores and other information about credit scores to
applicants, including the disclosure set forth in Section 609(g) (1) (D) (“Notice to the Home Loan Applicant”).

1I.LOBLIGATIONS OF USERS WHEN CONSUMER REPORTS ARE OBTAINED FOR
EMPLOYMENT-PURPOSES

A. Employment Other Than inthe Trucking Industry
If the information from a.CRA is used for employment purposes, the user has specific duties, which are set

forth in Section 604(b) of the FCRA. The user must;

Make a clear and conspicuous written disclosure to the consumer before the report is ohtained, in a
document that consists solely of the disclosure, that a consumer report may be obtained.

Obtain from the consumer prior written authorization. Authorization to access reports during the
term of employment may be obtained at the time of employment.

Certify to the CRA that the above steps have.been followed, that the information being obtained will
not be used in violation of any federal or state equal opportunity law or regulation, and that, if any
adverse action is to be taken based on the consumer report, a copy of the report and a summary of
the consumer’s rights will.oe provided to the consumer

Before taking an adverse action, the user must provide a copy of the report to the consumer.as well
as the summary of consumer's rights. (The user should receive this summary from the CRA.) A
Section 615(a) adverse action notice should be sent after the adverse action is taken.

L ]

An adverse action notice also is required in employment situations if credit information
(Other than transactions and experience data) obtained from an affiliate is used to deny employment.

Section 615(b) (2)

The procedures for investigative consumer reports and employee misconduct investigations are set forth
“below.

B. Employment in the Trucking industry

Special rules apply for truck drivers where the only interaction between the consumer and the potential
employer is by mail, telephone, or computer. In this case, the consumer may provide consent orally or
eiectronically, and an adverse action may be made orally, in writing, or electronically. The consumer may
obtain a copy of any report relied upon by the trucking company by contacting the company.

[V.OBLIGATIONS WHEN INVESTIGATIVE CONSUMER REPORTS ARE USED
Investigative consumer reports are a special type of consumer report in which information about a

consumer's character, general reputation, personal characteristics, and mode of fiving is obtained
through persenal interviews by an entity or person that is a consumer reporting agency. Consumers

o
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who are the subjects of such reports are given special rights under the FCRA. if a user intends to
obtain an investigative consumer report, Section 606 requires the following:

« The user must disclose to the consumer that an investigative consumer report may be obtained.

This must be done in & written disclosure that is mailed, or otherwise delivered, to the consumer at

some time before or not later than three days after the date on which the report was first requested.

The disclosure must include a statement informing the consumer of his or her right to request

additional disclosures of the nature and scope of the investigation as described below, and the

summary of consumer rights required by Section 609 of the FCRA. {The summary of consumer
rights will be provided by the CRA that conducts the investigation.)

The user must certify to the CRA that the disclosures set forth above have been made and that the

user will make the disclosure described below.

»  Upon the written request of a consumer made within a reasonable period of fime after the
disclosures required above, the user must make a complete disclosure of the nature and scope of
the investigation. This must be made in a written statement that is mailed or otherwise delivered, to
the consumer no later than five days after the date on which the request was received from the
consumer or the report was first requested, whichever is later in time.

V. SPECIAL PROCEDURES FOR.EMPLOYEE INVESTIGATIONS

Section 603(x) provides special procedures for investigations of suspected misconduct by an employee or
for compliance with Federal, state or local laws and regulations or the rules of a self-regulatory organization,
and compliance with written policies of the employer. These investigations are nottreated as consumer
reports so long as the employer or its agent complies with the procedures set forth in Section 603(x), and a
summary describing the nature and scope of the inquiry is made to the employee if an adverse action is

taken based on'the investigation.
VI.OBLIGATIONS OF USERS OF MEDICAL INFORMATION

Section 604(g) limits the use of medical information obtained from consumer reporting agencies (other than
payment information that appears in a coded form that does not identify the medical provider). If the
information is to be used for an insurance fransaction, the consumer must give consent to the user of the
report or the information must be coded. If the report is to be used for employment purposes — of in
connection with a credit transaction (except as provided in regulations issued by the banking and credit
union regulators) — the consumer must provide specific written consent and the medical information must be
relevant. Any.user who receives medical information shall not disclose the information to any other person
(except where necessary to carry out the purpose for which the information was disclosed, or a permitted by

statute, regulation, or order).
VIl. OBLIGATIONS OF USERS OF “PRESCREENED” LISTS

The FCRA permits creditors and insurers to obtain limited consumer report information for use in connection
with unsolicited offers of credit or insurance under certain circumstances. Sections 603(1), 604(c), 604(e),
and 614(d). This practice is known as "prescreening” and typically involves obtaining a list of consumers
from & CRA who meet certain pre-established criteria. If any person intends to use prescreened lists, that
person must (1) before the offer is made, establish the criteria that will be relied upon to make the offer and
grant credit or insurance, and (2) maintain such criteria on file for a three-year period beginning on the date
on which the offer is made to each consumer. In addition, any user must provide with each written

solicitation a clear and conspicuous staiement that:
+ Information contained in a consumer's CRA file was used in connection with the transaction.

+ The consumer received the offer because he or she satisfied the criteria for credit worthiness or
insurability used to screen for the offer.

.+ Credit or insurance may not be extended if, after the consumer responds, it is determined that the
consumer does not meet the criteria used for'screening or any applicable criteria bearing on credit
worthiness or insurability, or the consumer does not furnish required collateral.

+ The consumer may prohibit the use of information in his or her file in connection with future

prescreened offers of credit or insurance by contacting the notification system established by the

CRA that provided the report. The statement must include the address and toll-free telephone

number of the appropriate notification system.
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otection Bureau has established the format, type size, and manner of

In addition, the Consumer Financial Pr
d), with which users must comply. The regulation is 12 CFR 1022.54.

the disclosure required by Section 615(
VIIl. OBLIGATIONS OF RESELLERS
A. Disclosure and Certification Requirements

Section 607(e) requires any person who obtains a consumer report for resale to take the following
steps: Disclose the identity of the end-user to the source CRA.

Identify to the source CRA each permissible purpose for which the report will be furnishec to the
enhd-user.

Establish and follow reasonable procedures to ensure that reports are resold only for permissible
purposes, including procedures fo obtain:

1) The identify of all end-users,

2) Certifications from all users of each purpose for which reports will be used; and

3) Certifications that reports will not be used for any purpose other than the purpose(s) specified to the
reseller. Resellers must-make reasonable efforts to verify this information before selling the report.

"

B. Reinvestigations by Reseliers

Under Section 611(f), if a consumer disputes-the accuracy or completeness of information in a report
prepared by a reselier, the reseller must determine whether this is a result of an action or omission on its
pari and, if so, correct or delete the information. If not, the reseller must send the dispute to'the source CRA
for reinvestigation. When any CRA notfifies the reseller of the results of an investigation, the reseller must

immediately convey the information to the consumer.
C. Fraud Alerts and Resellers

Section B05A (f) requires resellers who receive fraud alerts or active duty alerts from another consumer

reporting agency to include these in their reports.

IX. LIABILITY FOR VIOLATIONS OF THE FCRA

Failure to comply with the FCRA can result in state government or federal government enforcement actions,
as well as private lawsuits. Sections 616, 617, and 621. In addition, any person who knowingly and willfully
obtains a consumer report under false pretenses may face criminal prosecution. Section 61€.

Citations for FCRA sections in‘the U:S. Code, 15 U.S.C. § 1681-et seq.:

Section 802 15 U.5.C. 1681 Section 610 15 U.5.C. 1681h Section 620 | 15 U.8.C. 1681r
Section 603 15 U.8.C. 1681a Section 611 15 U.8.C. 1681i | Section 621 15 U.8.C. 16B1s
Section 604 15 U.8.C. 1681b Section612 | 15 U.S.C. 1681] Section 622 |15 U.8.C. 1681s-1
Section 605 15 U.5.C. 1681¢c Section 613 15 U.S.C. 1681k Section 623 | 15 U.S.C. 1881s-2
Section 605A | 15 U.S.C. 1681c-A | Section614 | 195 U.5.C. 1681i Section624 | 15 U.8.C. 1681t
Section 6058 | 15 U.S.C. 1681¢c-B | Section 615 15 1J.5.C. 1881m Section826 | 15 U.8.C.1681u
Section806 | 15 U.5.C.1681d Section 616 15 1J,5.C. 1681n Section 626 15 U.S.C. 1681v
Section607 | 15U.8.C. 1681e Section 617 15 U.8.C. 16810 Section 627 15 U.S.C. 1681w
Section 608 15 U.5.C. 1681f Section 618 15 U.S.C. 1681p Section628 | 15 U.8.C. 1681x
Section 808 15 U.8.C. 1681g Section 819 | 15 U.8.C. 1681q Section 629 | 15U.5.C.1681y

Page 14 of 19




hibit.D: Summary of Your Rights under the Fair Credit Reporting Act
A Summary of Your Rights Under the Fair Credit Reporting Act

s Federal Fair Credit Reporting Act (FCRA) is designed to promote accuracy, fairness, and privacy of

srmation in-the files of every "consumer reporting agency” (CRA). Most CRAs are credit bureaus that gather

{ sell information about you — such as if you pay your bills on time or have filed bankruptcy — the creditors,
ployers, landiords, and other businesses. You can find the complete text of the FCRA, 15 U.S.C. §§1681-
1y, .at the Federal Trade Commission’s web site (http:fiwww.ftc.gov). The FCRA gives you specific rights,
sutlined below. You may have additional rights under state law. You may contact a state or local consumer

tection agency or a state attorney general to learn those rights.

+ You-must.be told if information in your file has been used against you. Anyone who uses a credit report or

another type of consumer report o deny your application for credit, insurance, or employment — or to take another

adverse action against you — must tell you, and must give you'the name, address, and phone number of the agency

that provided the information.

You-have the rightto know what is in your file. You may request and obtain all the information-about you in the
_You will be required to provide proper identification,
free. You are entitied to a free

files of a consumer reporting agency (your “file disctosure”)
which may include your Social Security number. in many cases, the disclosure will be

file disclosure if:
o A person has taken adverse action against you because of information in your credit Report;
o You are the victim of identity theft and place a fraud alert in your file;
o Your file contains inaccurate information as a result of fraud;
o You are on public assistance,
o You are unemployed but expect to apply for employment within 60 days.

In addition, by September 2005 all consumers will be entitlied to one free disclosure every 12 months

upon request from each nationwide credit bureau and from nationwide specialty consumer reporting agencies. See

www_ftc.govieredit for additional information.

.+ You have the right to ask for a credit score. Credit scores are numerical summaries of your credi
based on information from credit bureaus. You may request a credit score-from consumer reporting agencies that
create scores or distribute scores used in residential real property loans, but you will have to pay for it. In some

mortgage transactions, you will receive credit score information for free from the mortgage lender.

tworthiness

«» You havethe right to dispute incomplete or inaccurate information. I{ you identify:

« Information in your file that is incompiete or inaccurate, and report it to the consumer reporting agency, the

agency must investigate unless your dispute is frivolous.
o See www.ftc.govicredit for an explanation of dispute procedures.

e Consumerreporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.

Inaccurate, incomplete or unverifiable information must be removed or corrected, usually within 30 days. However, a

consumer reporting agency may continue-to report information it has verified as accurate.

» Consumer reporting .agencies may not report outdated negative information. In most cases, & consumer

reporting agency may not report negative information that is more than seven years old, or bankruptcies that are

more than 10 years old.
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a valid need - usually to consider an application with a creditor, insurer, emplo

FCRA specifies those with a valid need for access.

.+ You must give your consent forreports:to be provided to employers. A ¢
out information about you to your employer, or a potential employe

smployer. Written consent generally is not required in the

wwaw, fie.gov/credit

s You may limit “prescreened” offers of credit and insura

report. Unsolicited “nrescreened” offers for credit and insurance must
e and address from the lists these offers are based on. You may opt-out with the

you choose to remove your nam
nationwide credit bureaus at 1-888-567-8688.

s You may seek damages from violators. If a consumer reporting agency,
rmation to a.consumer reporting agency viotates the FCRA, you may be able to sue in

reports or a furnisher of info
state or federal court.
» Identity theft victims and act

www.fte.gov/credit.

Access to your file is limited. A consumer reporting agency may provide information about

you only to people with
yer, landlord, or other business. The

onsumer reporting agency may not give
r, without your written consent given to the

trucking industry. For more information, go to

nce you get based on information in your credit
include & toli-free phone number you can call if

or, in some cases, a user of consumer

ive duty military personnel have additional rights. For more information, visit

ir own consumer reporting laws. In some cases, you may

tes may enforce the FCRA, and many states have the
contact your state or local consumer protection-agency or

e more rights under state law. For more information,
r state Attorney General. Federal enforcers are:

>E OF BUSINESS & CONTACT:

ynsumer reporting agencies, creditors and others not
ted below:
Consumer Financial Protection Bureau

1700 G Street N.W.
Washington, DC 20006 855-411-2372

Federal credit unions (words "Federal Credit Union" appear

in Institution’s name)
National Credit Union Administration

1775 Duke Street
Alexandria, VA 22314 703-518-4600

stional banks, federal branches/agencies of foreign banks
Jord "National" or initials "N.A." appear in or after bank's
mej:
Ofiice of the Comptrolier of the Currency
Compliance Management, Mail Stop 6-6

State-chartered banks that are not members of the Federal
Reserve System
‘Federal Deposit insurance Corporation
ConsumerResponse Center,

2345 Grand Avenue, Suite 100
Kansas City, Missouri 641 08-26381-877-275-3342

Washington, DC 20218 800-613-6743
wderal Reserve System member banks (except national
inks, and Federal branches/agencies of foreign banks)
‘Federal Reserve Board
Division of Consumer & Community Affairs
Washington, DC 20551 202-452-3693

Air, surface, or rail common carriers regulated by former
Civil Aeranautics Board or Interstate Commerce
Commission

‘Department of Transportation,

Office of Financial Management

Washington, DC 20590.202-366-1306

avings associations and federally chartered savings banks
Jord "Federal” or initials "F.S.B." appear in federal
sfitution's name)

Office of Thrift Supervision

Consumer Comptaints

Activities subject to the Packers and Stockyards Act, 1921

Department of Agriculture
Office of Deputy Administrator - GIPSA

Washington, DC 20250 202-720-7 051

Washington, DC:20552 800-842-6929
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sibit E: Vermont Fair Credit Reporting Contract Certification (Please Complete and sign)

The undersigned, UO%YHM’ CD\NE\U (“Subscriber”), acknowledges that it subscribes to receive various
rmation services from “DATCS", in accordande with the Vermont Fair Credit Reporting Statute, 9 V.S.A. § 2480e (1999),

amended (the "VFCRA”) and the Federal Fair Credit Reporting Act, 15, U.S.C. 1681 et. Seq., as amended (the “FCRA"
| its other state law counterparts.

In connection with Subscriber's continued use of “DATCS's"”
)scriber hereby certifies as follows:

Vermont Certification. Subscriber cerfifies that it will comply with applicable provisions under Vermont law. In
ticular, Subscriber certifies that it will order Employment Information relating to Vermaont residents,

- are credit reports as defined by the VFCRA, Yonly after Subscriber has received prior consumer consent in accordance
1 VFCRA § 2480e and applicable Vermont Rules. Subscriber further certifies that the attached copy of § 2480e of the

mont Fair Credit Reporting Statute was received from “DATCS".

information services in relation-to Vermont consumers,

Ibscriber: Oehnc Coundy Compliance officer or Person Responsible for Credit Reporting Compliance
ned By: T - Printed Name:
inted Name: Title:
te: Mailing Address:
scount Number: City:
ite: State:
Zip: 3
E-Mail Address ]
__| Phone ' ]
Fax: M _
Vermont Fair Credit Reporting Statute, 9 V.S.A.§2480e (1 \ wb 'f’ o \}Q_,

480e. Consumer consent
4. A person shall not obtain the credit report of a consumer unless: tb‘\ )m @
a. the report is obtained in response to the order of a court having jurisdiction to : 6W

b. the person has secured the consent of the consumer, and the report is usedt D\ ' Mm‘

the consumer.
2. Credit reporting agencies shall adopt reaso
subsection (a) of this section.

3. Nothing in this section shall be construed to affect:
a. the ability of a person who has secured the consent of the consumer pursuant to subdivision (a)(2) of this

section to include in his or her request to the consumer permission to also obtain credit reports, in connection
with the same transaction or extension of credit, for the purpose of reviewing the account, increasing the
credit line onthe account, for the purpose of taking collection action on the account, or for other legitimate

purposes associated with the account; and
b. the use of credit information for the purpose of prescreening, as defined and permitted from time to fime by

the Consumer Financial Protection Bureau. -

nable procedures to assure maximum poss (e WITN

VERMONT RULES ** CURRENT THROUGH JUNE 1999 o
AGENCY 06. OFFICE OF THE ATTORNEY GENERAL SUB-AGENCY 031. CONSUMER PROTECTION DIVISION
CHAPTER 012. Consumer Fraud--Fair Credit Reporting RULE CF 412 FAIR CREDIT REPORTING
CVR 06-031-012, CF 112.03 (1999) CF 112.03 'CONSUMER CONSENT

ant to 9 V.S.A. §§ 2480e and-2480g shall obtain said consent in

A person required to obtain consumer consent pursu
equest for credit, insurance, employment, housing or

writing if the consumer has made a writien -application or written r
governmental benefit. If the consumer has applied for or requested credit, insurance, employment, housing or

governmental benefit in a manner other than in writing, then the person required to obtain consumer consent pursuant {o
9V.S.A. §§ 2480e and 2480g shall obtain said consent in writing or in the same manner in which the consumer made the
appiication or request. The terms of this rule apply whetherthe consumer or the person required to obtain consumer

consent initiates the fransaction.
Consumer conseni required pursuant to 9 V.S.A. §§ 2480e and 2480g shall be deemed to have been obtained in writing

if, after a clear and adequate written disclosure of the circumstances under which a credit report or credit reports may be
obtained and the purposes for which the credit report or credit reports may be obtained, the consumer indicates his or her

consent by providing his or her signature.
“The fact that a clear and adequate written consent form is signed by the consumer after the consumer's credit repori has

been obtained pursuant to some other form of consent shall not affect the validity of the earlier consent
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Exhibit F: Adverse Action Nofice Letter
ADVERSE ACTION NGTICE

Your Company

Your address

Your City, St and Zip
Your phone number

CONFIDENTIAL TO BE OPENED BY ADDRESEE ONLY

Applicant name
Applicant address
Applicant City, St and Zip

January 16, 2004

Dear JONOTHAN CONSUMER,

This letter is-to inform you that an offer of employment will not be made at this time. This decision was based in whole or in
part, on the information provided us in a Consumer Report or Investigative Consumer Report. The report was prepared
pursuant to an authorization signed by you at the time of application. Further, you received a.copy of your consumer report

and a summary of your rights under the Fair Credit Reporting Act.

The consumer report was used only for'employment purposes and prepared for us by the consumer-reperting agency

whose mailing address and phone number are listed below:

PeopleTrail
1214 WILMINGTON AVE 100-F SALT

LAKE CITY, UT 84106
Voice: 801-484-3399 Fax: 801-484-3398

DATCS did not make the decision to take any action on your employment application, and is unable to provide you with

specific reason(s) for not extending an offer of employment.

st another free copy of the report and may dispute with the consumer

You may, upon providing proper identification, regue
e report within 60days of receipt of this notice with

reporting agency the completeness or accuracy of any information in th
DATCS.
Sincerely,

123 TEST COMPANY
Phone 801-463-0100 * Fax 801-463-6616
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‘xhibit F: Verification Disclosure- Only applicable If client plans to order verifications

ieneral Praclices

ATCS has general operating procedures for vetifications, however we pride ourselves on flexibility in order to.best service our
ustomers. ‘We-often alter our practices to produce the most usaful and timely information possible for.our unique clientele.

ny alterations in verification practices from this document will.be done on an individua! client basis and-mutually agreed upon
etwaen DATCS and the-client in question before its institution. Our general verification praclices are as follows:

iostiFees
sharges for verifications wiil bé quoted by client’s sales representative. before 2 contract for service is signed. Al access fees

ind thirg party verification fees incurred will be passed on to client. Third pariies are used only when direct means of obtaining
ire not possible. For insiance, the National Student Clearinghouse is the only resource for many schools to provide their
\ducation verification information. Aside from unique situations such as this, all verifications.are conducted personally by

JATCS employees from our corporate office.

lerification Attempts

YATCS does not close out files after (X) amo
letermined what constitutes an attempt. DATCS strives-to compis
.onsideration of attempts. Gensrally, calls to do 80 will be made at
se supplomented with emall attempts. Only if insurmountable barriers-arise will DATCSfirst contact client via client

iotes/phone/email with detalls of the-situation, and then possibly.complete the-file without the verified information. Such
n where research for the correct information -was unsuccessful, no

«artiers include, out of service of incarract contact Informatio
\nswer or volcemail return aftar five business days of attempts, language barriers, verifier declining to verify, -and-suspicion of

‘ploma mill or other ilegitimate institutions, etc.

unt of attempts unless client raquests -such.a:practice. 1t would then be individually
te verifications with the needed information without
least once every business day. Phone-attempts may-also

oyment Verifications and

Attached you will find those guestions. DATCS atiernpts o obtain the answersto all the
s will only releass basic information uniess asigned release is

terification Questions
IKTCS has a general queslion*fonnat-‘for Residence Verfications, Ed_ucation verlfications, Empl

'ersonaliProfessional'References.

‘] vestions listed. However, be advised that many agenc!
1 resented-specifically authorizing the verification of more sensitive informatian, this is often the case for salary questions on

§ :mployment Verifications, for example. When basic information can be given freely, but other information requires a release.
§IATCS will comptete the report with the basic information only. DATCS will request a signed release from the client (to abtain
‘| ‘om the applicant) only if one is needed to obtain basic verification Information? which is sometimes the case. If a.clienthasa

! eed for information we might not be able to report due the circumstances listed above, or if we complete a report and the client

| etermines more information is needed, notification ‘should be given to DATCS who will then search for the additional
rformalion for no-extra charpe. Please note,

that turnaround times will pe-elongsted if-further research ensuss.

‘urp-around Times

IATCS cannot guarantes tum-around times for verifications because of the multiple players involved, however we do
uarantee after 48 hours has passed-and every24-hour:period.aﬁer that to provide updates on any pending file items. These
-an‘be viewed direclly on the-candidate's report under ‘client notes’. Detalls on: barriers to complelion:can bs-found there, and

lients can decide to natify to close out the file andior request other action they deem necessary based on our update.

F hefoliowing applies.to consumer credit products {i.e. Consumer Credit Reports, Business owners Profiie)
ts”-and will take all reasonabie

have read .and understand the “FCRA Reguirements” notice:and upccess Security Requiremen
ilh.use-all credit:product informationfor no other purpose than

\easures to enforce them within my facility. | certify that | w

that is stated in the Permissible purpose/Appropriate Lise section an this application and for the type of business listed on
yis:application. 1 will not resell the report to any third party. | understand that if my system is used improperly by company
ersonnel, or if my:access codes are made-available to any unauthorized personnel dueto carelessness on the part ofany
mployee of my company, i may be held responsible for financial losses, fees, or monetary charges that may-be incurred and

1at-may be incurred and that my access privilege may be terminated.

‘Drug and Alcohol Testing Compliance Services

_ \ Company Beggsentaty_?gn

‘DATCS Repregentative iy
R =20 24 TOD
Date v ' Date Uﬂ) SHUR C




